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Abstract

A quorum system 1is a set system in which any two subsets have nonempty intersection.
Quorum systems have been extensively studied as a method of maintaining consistency in dis-
tributed systems. Important attributes of a quorum system include the load, balancing ratio,
rank (i.e., quorum size) and availability. Many constructions have been presented in the lit-
erature for quorum systems in which these attributes take on optimal or otherwise favorable
values.

In this paper, we point out an elementary connection between quorum systems and the
classical covering systems studied in combinatorial design theory. We look more closely at the
quorum systems that are obtained from balanced incomplete block designs (BIBDs). We study
the properties of these quorum systems, and observe that they have load, balancing ratio and
rank that are all within a constant factor of being optimal.

We also provide several observations about computing the failure polynomials of a quorum
system (failure polynomials are used to measure availability). Asymptotic properties of failure
polynomials have previously been analyzed for certain infinite families of quorum systems. We
give an explicit formula for the failure polynomials for an easily constructed infinite class of quo-
rum systems. We also develop two algorithms that are useful for computing failure polynomials
for quorum systems, and prove that computing failure polynomials is #P-hard. Computational
results are presented for several “small” quorum systems obtained from BIBDs.

1 Introduction

Quorum systems have been extensively studied as a method of maintaining consistency in dis-
tributed systems, e.g. a distributed database. The idea is to identify certain special subsets, called



quorums, where it is required that any two quorums have a non-empty intersection. Any access
to the system requires accessing all the elements in one of the quorums, and an updating opera-
tion requires updating all the elements in one of the quorums. The intersection property ensures
that any quorum contains at least one element that is up-to-date, and therefore consistency of the
system is maintained over time.

A set system is a pair (X,.A), where X is a finite set of points and A is a set of subsets of X,
called blocks. (A set system is also called a hypergraph, in which case the points are referred to as
vertices and the blocks are referred to as edges.) The degree of a point z € X is the number of
blocks containing the point z. (X,.A) is regular (of degree d) if all points have the same degree,
d. The rank of (X,.A) is the size of the largest block. If all blocks have the same size, say r, then
(X,A) is said to be uniform (of rank r). A subset of blocks B C A is spanning if UsesA = X. We
say that B is a spanning set of i blocksif |B| = 1.

The following lemma follows immediately by counting point-block incidences.

f(X,A) is a set system that is reqular of degree d and uniform of rank r then
| X |d = |A|r

The incidence matri of a set system (X,.A)is the |[X| |A| matrix = (  4), in which
the rows are indexed by points, the columns are indexed by blocks, and the entries are defined as
follows

1 ifzeA

A7 if 2 € A.
If (X, A)is a set system having incidence matrix , then the dual set system is the set system
having incidence matrix , where the superscript denotes transpose. The dual set system

can be described as ( ,B), where = A and
B= AcA zeA ze€X

A set system is regular of degree d if and only if the dual set system is uniform of rank d.

A worum system is a set system (X,.A) in which A = forall A, €A An( , ) wuorum
system is a quorum system (X, A) in which |[X| = and |A] = . The points in a quorum system
are called elements and the blocks are called wuorums.

A covering system is a set system (X,.A) such that, for every z, € X, there exists a block
A € A such that z, C A. An ( , ) covering system is a covering system (X,.A) in which
|X|= and|A|l=

here e ists an ( , ) wuorum system if and only if there e ists an ( , ) covering
system

roof A set system is a quorum system if and only the dual set system is a covering system. [J



There is a considerable literature on covering systems see and 11, for example. In view of
Theorem 1. , any covering system yields a quorum system, and vice versa. It is perhaps surprising
that covering systems have not been extensively investigated for their suitability as quorum systems.
The most likely explanation for this is that quorum systems have been studied primarily within
hypergraph theory as opposed to design theory, the branch of combinatorics that includes covering
systems. A comprehensive reference for results in design theory is

In this paper, we concentrate on a special type of covering system, which we define now. uppose

and are integers such that .A(C, , ) (balanced incomplete block design) is a
set system that is uniform of rank , such that every pair of points occurs in exactly  blocks. It
is not di cult to see thata ( , , )- I  is regular of degree (1) (1), and the number of
blocks is  ( ) ( ). A(, , ) I isacovering system, so the dual system is a quorum
system by Theorem 1. .

We are mainly interested in the quorum systems that result from 1 swith =1, asrecorded

in the following theorem.

uppose there € ists a ( , ,1) hen the dual system is an ( , ) uorum

system  here = ( ) ( ) and = that is regular of degree  and uniform of rank
( e 1

A(, ,1)- 1 yields an ( , )-quorum system that is uniform of rank r, where r B

and = : A pro ective plane of order is an ( 1, 1,1)- T . uch planes are

known to exist only when is a prime or a power of a prime. aekawa 1 first suggested using
pro ective planes as quorum systems. To our knowledge, the only other example in the literature
where quorum systems are constructed from [ s is by uk and Wong , who give a direct
construction of a set system that can be seen to be isomorphic to the dual of a ( , ,1)- I
(This T  isin fact a complete graph  , which trivially exists for all integers .) uk and Wong
also suggested the use of di erence covers to construct quorum systems. i erence covers are a
generalization of the di erence sets that are used to construct pro ective planes.

There are many known infinite classes of 1 s, any of which could be employed as quorum
systems (for a summary of resultson I s,see ). xamplesinclude 1 s with small block

size, which have undergone a tremendous amount of study. In fact, existence of ( , ,1)- I s
with has been completely determined as follows (see , for example).
(,,1) e ists for all integers
(,,1) e ists if and only if 1, mod
(,,1) e ists if and only if 1, mod1 1
(,,1) e ists if and only if 1, mod 1
The( , ,1)- I swith = , , and yield ( , )-quorum systems that are uniform of rank
(roughly) , where 1 1,1 ,11 and 11 ,respectively. ( ote that by Theorem . below,
~ is the best possible). arious other constructions for ( , )-quorum systems that are uniform
of rank  can be found in the literature see, for example, 1, , , , 1,1 . ost of these
constructions have = or 1 1 (except for the finite pro ective plane construction from 1 and

the di erence cover construction from , which have 1).



ttri ut o uoru t

We discuss several measures of merit for quorum systems in this section, including load, balancing

ratio, rank and availability. We then apply these measures to quorum systems obtained from
I 8.

uppose = (X,.A) is a quorum system and is a probability distribution defined on A. or
any z € X, define

( ) 7$): (A)

Ae €A
Then ( , ,z) measures the fraction of time that element z is busy under the probability dis-
tribution
efine
( , )=max ( , ,z) z€X

Then ( , ),theloadof the system (under the probability distribution ), measures the fraction
of time that the busiest element in X is used under the probability distribution . In general, we
choose the probability distribution so as to minimize the load. Therefore, aor and Wool (1 )

defined the quantity

( )=min ( , ),

where the minimum is computed over all probability distributions

Another desirable property, especially when the elements in the system are all similar , is to
balance the loads. The balancing ratio of the system (under the probability distribution ) is
defined by olzman, arcus and eleg () to be the quantity

( )= min ( , ,z) z€X
"7 max (, ,z) z€X
The quantity ( , )is to be maximized. Thus, we define

( )=max (, ),

where the maximum is computed over all probability distributions

rop () —=forany( , ) wuorum system
rop f isan( , ) wuorum system that is regular of degree d and
uniform of rank v then ( )=r =d

rop f is a regular uorum system then ( )=1



The following result was proved by ovasz a generalization is proved in , Theorem .1

f(X,A) isan ( , ) worum system that is regular of degree d and uniform of
rank r then then r r 1

In a uniform quorum system, the rank specifies the number of elements in any quorum. In
general, we want the rank to be as small as possible. Theorem . provides a lower bound on the
rank for uniform, regular quorum systems, i.e., r o

The availability of a quorum system is studied in several papers by means of the so-called failure
polynomial. We begin by reviewing the probabilistic model and the necessary definitions.

et = (X,A)bean ( , )-quorum system. or C X, define ( )=1if A= for
all A€ A, and define ( )= otherwise. Assuming that each element fails independently with
probability , the failure probability of  is computed as

()= () @ )

Then  ( )is a polynomial in of degree , the failure polynomial of the quorum system
or 7 , suppose we define  to be the number of spanning sets of ¢ blocks in the dual
set system (i.e., the covering system). Then () can be written as follows

emma et bean ( , ) worum system and suppose the values
are de ned as above  hen

()= (r )

We present a small example. efine X = 1, , , , , , and

‘/4 = 17 ? 9 9 ? 9 9 9 ? 9 9 9 ? ? 1 ? 9 9 ? ? 17
Then = (X,A)isa(, ,1) 1 (in fact, a pro ective plane of order , which is unique up
to isomorphism). The dual of this 1 isa( , )-quorum system that is uniform of rank and
regular of degree . y Theorem . ,its load is , and from Theorem . ,its balancing ratio is
1.

To compute the failure polynomial () for this quorum system, we begin by computing the
coe cients 7

o set of two or fewer blocks is spanning, so = = =

A set of three blocks is spanning if and only if it consists of the three blocks through a given
point. ence, =



A set of four blocks is spanning if and only if it is not the complement of the three blocks
through a given point. ence, = =

Any set of at least five blocks is spanning.  ence = = 1, = = and
= =1.

ence, the failure polynomial is

Applying Theorem 1. and . ,the( , )-quorum system constructed froma( , ,1)- I  has
load ( )= ~,where = ——. This is a constant factor above the lower bound of
Theorem .1. The quorum system also has ( )= 1, so it is optimally balanced. The rank of the
quorum system is approximately =, so it is also a constant factor above the lower bound of
Theorem

o utin t iur o no i wuin incuion cuion

In this section, we describe a method of computing failure polynomials for quorum systems that uses

the principle of inclusion-exclusion. uppose that ( ,B) is the dual of an ( , )-quorum system
(X,A). ence,| |=]|Al= and|B|=|X|= . orasubset C ,define
()= eB =
Thus, () consists of all the blocks in B that hit the set . ext, for 1 , ,
define
=l ¢ | [=tand| ()= |
Thus denotes the number of ways to select 7 points from  that are hit by exactly blocks

from A. sing inclusion-exclusion, we obtain the following alternative formula for ()

et bean( , ) wuorum system and suppose the values are de ned as above
hen
()= (O )
As an example, we return to the ( , ,1)- I considered earlier. The non-zero values are

easily computed by hand to be the following

= 17 = 9 = 17

l
—



As another illustration of the use of Theorem .1, we compute an explicit formula for the failure

polynomials for an infinite class of quorum systems. or an integer , define to be the
quorum system that is the dual of a ( , ,1)- T ,say ( ,B). (As mentioned earlier, ( ,B) is a
complete graph ) isan ( , )-quorum system in which = and = . y Theorem
. ,its load is
The value of () is the probability that a random graph is spanning, in the usual random

graph model where every edge occurs with probability . We obtain an explicit formula for ()
by computing the values and then applying Theorem .1. or ? , we have that

B if =

N otherwise.

ence, we have the following result.

or any integer Suppose is as de ned above  hen
()= (e HO )

As is typical with many properties of random graphs, when becomes less than In( ) ()
approaches very rapidly. The values of (In( ) ) turn out to be close to

We now show how to convert () from the form given in Theorem .1 to that of Theorem
sing the fact that

we have
(H @ )
= (r ) (@ )
= (1) (r )
= (1) (r )
quating the coe cients of this last formula with those of Theorem . , we obtain the following
relation of the values to the  s.



1

ertain information can be obtained about () in the case where the quorum is the dual of a

(,,1)-1 . ori , the values are constant (i.e., independent of the particular ( , ,1)-
1 chosen), and hence can be computed as a function of . wuppose we write = r 1 and
= ( 1)  then the following are computed by elementary counting

=1

= (r 1)

ost of these values are obtained by counting occurrences of small configurationsin ( , ,1)- 1T s.
or example, is the number of pairs of intersecting blocks is the number of ways to
select five points which contain exactly one block and is the number of ways to select five
points that contain no block.

Ife and is not given above, then = . When we proceed toi = it is possible to show
that = unless r € 11, ,1 . In general, these values are not constant . or example,
is equal to the number of asch configurations in the I . (A asch con gurationis a set
of four blocksina( , ,1)- I ,whose union contains exactly six points. A asch configuration is
isomorphic to the following set of blocks 1, , , 1, , , ,, , , , . ormoreinformation
about small configurations in ( , ,1)- I ,see , for example.) rom the fact that all values
are constant for r 1 , Theorem . implies that the value is constant for 7 r 1.

( f course, it is also the case that = ifs J)

orit or co utin t 1ur o no 1

In this section, we describe two simple but e ective algorithms that can be used for computing the
failure polynomial. These algorithms can be applied to any quorum system. The first algorithm
is a backtracking algorithm and the second is a dynamic programming algorithm. ince both
algorithms require exponential time in the worst case, it is natural to establish a complexity result
ustifying the development of exponential time algorithms. We pursue this next.



alculating failure polynomials involves solving an enumeration problem for each coe cient. Thus
natural complexity classes to consider involve machines with a capability for counting. aliant
1 introduced the counting wuring machine, which is a nondeterministic Turing machine with an
auxiliary write-only tape. When such a machine accepts its input, it writes the number of accepting
computations on the auxiliary tape. aliant then defines to be the class of enumeration
problems that can be solved in polynomial time on a counting Turing machine. e establishes the
existence of most di cult problems in this class. A problem is -hard if every problem in
can be reduced in polynomial time to it, and a problem is -complete if it is a member of
and also is -hard.

omputing the failure polynomial of a worum system is hard

roof aliant 1 establishes that computing the number of perfect matchings in a graph is -
complete. We give a polynomial-time reduction from the problem of computing the number of
perfect matchings in a graph to the computation of one of the coe cients in the failure polynomial
of a quorum system.

et = ( , )beagraph without isolated vertices, with | |= and | |= . et be the
number of perfect matchings in this is the quantity that we wish to calculate. ow let X be a
set of elements dis oint from . orm a covering on U X, taking as blocks
1. the set X
. the set and

. theset 2z U foreachz € X and ¢

It is easy to verify, using the fact that  does not contain isolated vertices, that this set of blocks
is a covering. The dual set system is an ( , )-quorum system with = and = .
We claim that the number of ways to choose precisely  blocks of the covering which span all
points is precisely

To see this, observe that if the blocks X and  are both chosen, then we are free to choose any

further blocks from the  blocks of cardinality , and the selection then spans all  points
(indeed, and X alone do that). If is not chosen but X is, then further blocks must be chosen
from the blocks of cardinality to cover all points of |, necessitating the selection of at least 1
blocks. ymmetrically, if is chosen but not X, then further blocks must be chosen from the
blocks of cardinality  to cover all points of X, again requiring more than  blocks. inally, if
neither  nor X is chosen, then we must choose blocks of cardinality =~ which, when restricted to
the points of , form edges comprising a perfect matching in . very such perfect matching
corresponds to precisely  di erent selections of spanning blocks of cardinality

et us examine the consequences of this. If we can calculate the coe cient for the failure
polynomial of the quorum system, then, knowing and , we can solve for and hence determine the
number of perfect matchings in . ut since the quroum system can be constructed in polynomial
time given the graph , this provides a polynomial time reduction from the problem of counting
perfect matchings in  to the problem of computing the failure polynomial of a quorum system.
Thus, computing the failure polynomial is -hard. 0



The computation of the failure polynomial fails for technical reasons to fall into the class of

-complete problems, as it involves a counting problem for each coe cient. evertheless, the
computation of each coe cient separately can be done in polynomial time by a counting Turing
machine. ence the computation of the failure polynomial is polynomially equivalent to the problem
of counting perfect matchings in a graph.

While we do not know from this argument whether the result carries over to regular coverings
(and hence uniform quorum systems), we expect that simple variations of this technique can be used
to establish similar complexity results. The main consequence, however, is that in the evaluation
of failure polynomials, we can expect to need methods requiring exponential time in the worst case
if we are to determine precise results. In a practical direction, it suggests that approximations to
the failure polynomial are of interest.

uppose that is an ( , )-quorum system. We describe our algorithm in terms of the dual set
system, which is a covering system. This covering system, ( ,B), has  points and blocks. ¥y
Theorem ., ()= (1 ) ,where isthe number of spanning sets of ¢ blocks in the
covering system.
uppose that B = 1 and =( , , )€ ,1 . The -tuple can be
thought of as a method of encoding a subset of blocks  C B, where
=1 €
If  is a spanning set of ¢ blocks, then  contributes aterm (1 ) to ().
An elementary backtracking algorithm can be used to generate all -tuples , and compute
() using the above observation. This algorithm has complexity ( ), and thus is not practical
for large values of . owever, we can speed up the algorithm significantly by reducing the number

of -tuples that need to be considered.
The speedup is based on the observation that, if

<

then the value of  has no e ect on whether  is a spanning set of blocks. We can thus set =
for this value of , where means dont care .

uppose that =( , , )€ 1, is an -tuple where
= -
uch an -tuple is called reduced. ow, suppose that is a spanning set of ¢ blocks, where is
reduced, and contains entries equal to . Then contributes a term (1 ) to ().

It is a simple matter to construct a backtracking algorithm to generate all the reduced -tuples

ince each entry replaces two recursive calls, the size of the search tree is reduced considerably.
In fact, we do not need to explicitly keep track of the s that are generated. We ust need to record
the number of 1 s and the number of sin , as well as the points spanned by the blocks in
These correspond to the parameters 2, and in the algorithm presented in igure 1.



In this algorithm, () is first computed in the recursive procedure the form

()= (r )

( uch a representation of () is not unique, of course.) After this is done, ( )is converted to
its usual representation, as given in Theorem . , by essentially the same technique used in ection
.1.

igure 1 acktracking algorithm to compute ()

ynamic programming involves generating a table of values, using a recurrence relation, in a
bottom-up fashion. We illustrate how this strategy can be used to compute the coe cients  of

11



the failure polynomial. As in the previous section, we work with the covering system ( ,B), which
has  points and  blocks.

uppose C and 1 ¢ . efine ( ,7, )to be the number of ways of selecting a
subset of blocks C ., in such a way that
| | =1and =
€
We have

= (.i ),
=1,
We compute all the values ( ,¢, )by means of a recurrence relation. It is convenient to define
( ,i,5 1)= forall and .

If C , then we cannot include in a set as defined above. In this case, we have
( ,i4, )= ( i 1) (noting that ( ,i,¢ 1)= ).
n the other hand, if C , then we can include in if we wish. ere, we have

There are terms in the above sum.
We can compute all values ( ,i, ) by this method. If the covering system has rank , then
the resulting algorithm has complexity ( ).
In this section, we compute the failure polynomials for all quorum systems obtained from ( , ,1)-
I s with and 1 . All nonisomorphic 1 s with parameters in this range have been
enumerated see |, for example, where these designs are explicitly presented. The following list

provides a summary

There is a unique ( , ,1)- I  up to isomorphism.
There is a unique ( , ,1)- T  up to isomorphism.
There are two non-isomorphic (1 , ,1)- I s.

There is a unique (1 , ,1)- T  up to isomorphism.
There are precisely ~ mnon-isomorphic (1 , ,1)- I s.

We have already presented () when is the dualofa( , ,1)- I

orthe( , ,1)- I ,weillustrate how the s can be computed by hand, using the conversion
formula proved in Theorem . . irst, it is easy to see that the following hold
= 1,
7
= pu 5
= 1 =



Then we have the following
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or the remaining 1 s, the failure polynomials are best determined using the algorithms we
have described. In the case of a (1 , ,1)- I ,all s are constant, except for . or both
(1, ,1)- I s, we have

=11 , =11 = ,
= 9 = 1 9 = 1 9
= ? = 9 = 1 9
fry 1 5 = ) = 1 5
= 7 = 1 ? = ?
= s = s =1
or design 1in  we have =11 for design in , wehave =11.
orthe (1, ,1)- I ,thecoe cients of ( ) are as follows

=, =1, =11,

= , =1 =11

-1, 1



In the case of a (1 , ,1)- I ,all s are constant, except for , , and . The values

of , are as follows
= ” 11 5 =1 111 )
— s = 1 ) = 1 1 P
— 1 s = 11 1 ) - 1 1 )
= 1 7 = 1, = 1 7
= 111 =1 , = ,
=11 , =1 , = 1,
= 9 = ? = 1 1 ?
, , and 1
The values of , , and for the  nomisomorphic (1 , ,1)- I s are presented in Tables

1 and (the numbering used for the designs is asin ).
iven that we have described two algorithms for computing failure polynomials, it is natural to
ask which is faster. This of course can depend on the implementation. or our programs, we found
that computing the failure polynomial for (the dual of)a (1 , ,1)- I  was done approximately
seven times faster using the backtracking algorithm. n the other hand, computing the failure
polynomial for (the dual of)a (1 , ,1)- I  was done approximately two times faster using the
dynamic programming algorithm. In general, we expect the dynamic programming algorithm to
run faster for larger quorum systems. owever, it should be recognized that the dynamic pro-
gramming algorithm also has a much higher memory requirement than the backtracking algorithm.
The observations used in developing these methods hinge on an understanding of small config-
urations in I  s. In this context, we have seen that the number of asch configurations plays
a role.  inimizing the number of asch configurations is explored in  , while maximizing this
number is examined in 1 . ther configurations also play a role. In the failure polynomial of a
( ,,1)- 1 ,thecoe cient is the number of parallel classes, i.e., sets of blocks of the design
which contain each element exactly once. It is unknown at present whether for all odd there
existsa ( , ,1)- I  having no parallel classes 1 , nor is the complexity of determining the ex-
istence of a parallel class known. That these di cult questionson ( , ,1)-designs remain unsolved
suggest the di culty, and perhaps also another importance, of the study of failure polynomials.

u r

We have pointed out that 1 s provide many examples of quorum systems that have good values
of load, balancing ratio and rank. We also developed several formulas and algorithms that can be
used for exact computation of failure polynomials of arbitrary quorum systems. An explicit formula
was obtained for the failure polynomial of an easily constructed infinite class of quorum systems,
and computational results were presented for quorum systems constructed from small 1 s.
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Table 1  oe cients of failure polynomials for the nonisomorphic (1 , ,1)- T s (designs
1 1 1 11 1 1 1 11 1
1 1 11 1 1 1 1
1 1 11 1 1 1 11 11
1 11 11 11 1 1 11 11
1 11 1111 1 11 111
11 1 1 11 1 1 1 1 11
1 1 1 11 11 |1 1 1 11 11
1 1 1 1 1 1 1 1
1 1 1 11 1 1 1 1 1
1 1 11 1 1 1
1 1 1 1 1 1 11
1 11 1 11
1 1 11 1 1 1 1
1 11 1 11
1 11 1 11
1 1 11 1 11
1 11 1 11
1 11 1 11
1 1 11 1 11
1 11 1 11
1 1 11 1 11
1 1 11 1 11
1 11 1 11
1 11 1 11
1 11 1 1 11
1 1 11 1 11
1 11 1 11 1
1 11 1 11
1 1 11 1 11
1 11 1 11

1
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